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Digital Forensics @ Stanford
Libraries

Born Digital Collections at Stanford

Preservation - retaining provenance

Meet FRED - Forensic Recover of Evidence Device
Disk Imaging

Demonstration of Disk Imaging

Next Steps — a challenge!
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¥ Digital Forensics @ Stanford

Libraries

* ~ 18,000 pieces of digital media
- at risk of permanent lc
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Digital Forensics @ Stanford
Libraries

 Born Digital Collections ¢
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Digital Forensics @ Stanford
Libraries

» Preservation
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Digital Forensics @ Stanford
Libraries

» Methods for Mi
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Digital Forensics @ Stanford
Libraries

What happens to provenance if you do Option 17
* creatior




--n—"'-’-

Digital Forensics @ Stanford
Libraries

Option 2, Disk Imaging — what is it?

bit perfect copy of source data — exact copy

provenance of data does not change - creation dates,
permissions, relationships between files & original OS

technique used by law enforcement for investigations



Digital Forensics @ Stanford
Libraries

Stanford’s Solution — The Digital Forensics Lab

2 FREDS - Forensic Recovery of Evidence Devices
(workstation and laptop)

2 Catweasels (floppy disk controller cards)
Multiple 3 %2’ 5 Y4, tape, Zip drives

Copy stand, digital camera photograph media
Assorted write blockers

Forensic software for disk image capture/analysis
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Digital Forensics @ Stanford

Libraries

Not all archives need a FRED to do this!

- computer to read the media / run software
- software is




Digital Forensics @ Stanford
Libraries

Computers

- still many windows machines available that can run a less
modern OS (win xp

cgetar 005)
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Forensic Imaging Software

- many commercial and open source solutions available for
free:




Digital Forensics @ Stanford
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Write Blockers

- hardware to prevent computer from writing to the media
* many types of wri

- built i
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What Does this all mean?

- any archive can get started — at a minimum get the

data off olc
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Challenge

don’t wait, get started now!
stop j
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Epilogue

Circumstances demand that this essay receive the best, the

ost indisputable, of all conceivable epilogues —— though it must

pccur at my expense. The factual correction of error may be the

ost sublime event in intellectual life —— the wltimate =sign of
pur necessary obedience to a larger reality, and our inability to
onstruct the world according to our desires. For =science, in
particular, factual correction holds a specially revered place
for two reasons —— first, because we define the enterprise as
learning more and more about an external reality: second., because

e know in our hearts that we can be as stubborn and resistant to
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Contact:

Michael C



mailto:mgolson@stanford.edu
http://lib.stanford.edu/digital-forensics
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